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Plugin ID: Port/ Service: www (100004 Severity: [ Medium

Ports / Protocals Plugin Name: Webmin / Usermin Mull Byte Filtering Vulnerabil

Synopsis: The remote web server is affected by multiple issues.

Description -
The remote host is running Webmin or Usermin, web-based intdwaces for
Unix / Linux system administrators and end-users.

‘Webmin and Usermin both come with the Perl script ‘miniserv.pl’ to
provide basic web services, and the version of 'miniserv.pl' installed

on the remote host fails to properly filter null characters from URLs.

An attacker may be able to explait this to reveal the source code of CGI
scripts, obtain directory listings, or launch cross-site scripting

attacks against the affected application

Solution
Show Fiters Upgrade to Webmin version 1.286 / Usermin 1.226 or later.
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